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General

1 General

USB ports can pose a security threat in high-security locations. Generally, this threat
comes from small USB pen drives (a.k.a. memory sticks, key drives, etc) which can be
very easily concealed, yet can quickly read/write several GBytes of data.

The “R&S® USB Write Protection Utility" disables the write capability on any USB Port
for storage devices. After installation and a reboot of the instrument, any USB Mass
Memory Device which is plugged in, can not be written.

Should the need for the USB port write capabilities arise, uninstall the "R&S® USB Write
Protection Utility". After reboot of the instrument writing to USB Mass Memory devices is
enabled.

Preconditions

"The R&S® USB Write Protection Utility" works on instruments with Windows® XP SP2
only.

\ For installation of the utility you have to plug in a keyboard and a mouse into the instru-
/ ment.

Check for Windows® XP SP2

Make sure that Windows® XP SP2 is installed on the instrument by checking the system
properties in the Windows® control panel:

1. Press the CTRL and ESC keys

2. Select "Settings"

3. Select "Control Panel"

4. Select "System Properties"

System Properties llﬂ

|| EDmpulErNamEI Hardwalel Advancadl F\Emntel

Systen:
Microsoft Windows =P
Embedded
Wersion 2002
Service Pack 2

Registered ta:
OEM
OEM
B2603-0EM-0622202-12452

Computer:
Intel[R] Celeron(R] b
processar 1.850GHz
1.50 GHz. 0.99 GB of RAM

oK I Cancel Apply
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USB Write Protection Installation

2 USB Write Protection Installation

To start the installation procedure, proceed as follows:

1.
2.

7.

Press keys ALT and F4 to shut down the GUI.

Select the "Start Menu" by pressing the CTRL and ESC keys and select the following
entry "Log Off Instrument".

Confirm with "Log Off".

The log-on screen will be displayed. User name and password are necessary to log
on:

a) User: Administrator
b) Password: RsEs4129WiMo

Press keys ALT and F4 to shut down the GUI.

Start the "Explorer" and select the directory which contains the copy of the “ USB-
Protection- 1.01.msi” file, as shown below:

% Removable Disk (F:)

ol x|
File Edit View Favorites Tools  Help | ';,'
e Back - |'\-) - L!: /’__) Search H’:‘ Folders '

Address I'q-' Fi j e
Falders X | Mame = | S\zel Type | Diate Modified |

@USBProtection-l J01.msi 252 KB windows Installer P,

@ Deskhop
@ My Documents
= vj Iy Computer
S Drive_C (22
e Jser (D)
e Removable Disk (F:)
[}' Control Panel
I3) Shared Documertks
‘Q Iy Metwork Places
9] Recycle Bin

329(2011 7116 AM

Start the installation by selecting the file and pressing the RETURN key or by a mouse
double click.

The installation starts and installs all necessary files onto the hard disk. Afterwards
reboot the instrument to activate the USB write protection.

6 Do not make any user interaction during the update process.
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USB Write Protection Deinstallation

3 USB Write Protection Deinstallation

To start the deinstallation procedure, proceed as follows:
1. Press keys ALT and F4 to shut down the GUI.

2. Select the "Start Menu" by pressing the CTRL and ESC keys and select the following
entry "Log Off Instrument”

3. Confirm with "Log Off"

4. The log-on screen will be displayed. User name and password are necessary to log
on:
a) User: Administrator
b) Password: RsEs4129WiMo

5. Press keys ALT and F4 to shut down the GUI.

6. Select the "Start Menu" by pressing the CTRL and ESC keys and select the following
entries:

a) "Start"
b) "Settings"
c) "Control Panel"
d) "Add or Remove Programs"
7. Select the following entry and press the REMOVE button.

-l

Currently installed programs: I~ show updates Sart by lm
ﬁl Intel{R) Graphics Media Accelerator Driver

ﬁl Intel{R) PRO Metwork Connections Drivers

ﬁ! Microsoft Yisual C++ 2005 Redistributable Size S.21MB
ﬁl RS ESMD Driver Installation Size 1.09MB
EE-J R&5 ESMD Platform Driver Installation Size 0.80ME
@ R&5 ESMDGUI Size  34.54ME

To remave this program From wour computer, click Remove.

Afterwards the "R&S® USB Write Protection Utility” is deinstalled. To activate the
changes reboot the instrument.
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